Formal Proofs of Bit Hacks in Machine Code

Humam Alhusaini
humamalhusaini@tutamail.com
University of Texas at Arlington

University of Texas at Dallas
Grand Prairie, Texas, United States of America

ABSTRACT

Mission-critical systems depend on bit arithmetic algorithms for
specific and efficient calculations. Providing formal guarantees for
these algorithms is difficult because it requires reasoning about
obscure facts of binary arithmetic. These obscure properties often
build off one another, suggesting that a library of solved algorithms
would provide the necessary logic to prove the correctness of more
complex algorithms. This paper presents proofs of correctness for 14
unique bit arithmetic algorithms at the raw (stripped) machine code
level and a supporting theory library covering subtle properties
of binary arithmetic within the Rocq interactive theorem-proving
environment.

1 PROBLEM AND MOTIVATION

Bugs in mission critical systems often have catastrophic conse-
quences that are dangerous to people and institutions. The most ro-
bust way to prevent bugs is to provide guarantees about a system’s
behavior through formal verification. Providing these guarantees
without assumptions often requires verifying a system from the
top down to its leaf functions. These leaf functions frequently use
bit hacks, or techniques that directly manipulate bits for optimized
and specialized behavior.

An example of a crucial leaf function that uses a bit hack is glibc’s
1386 strlen [12]. It uses the following bit hack, which will return a
non-zero number if v contains a non-zero byte.

~ ((((0 & OXTFTFTFTF) + Ox7TF7F7FTF) | 0) | OX7F7F7F7F) (1)

The above algorithm relies on subtle bit-arithmetic properties that
are difficult to prove. This is why an existing proof for the correct-
ness of glibc’s 1386 strlen in Picinae dedicates 120 LOC, or more
than half the proof, to establishing these obscure bit-arithmetic
properties [2].

The proof for glibc’s 1386 strlen is an example in a larger trend
where significant effort is dedicated to reasoning about "tricky prop-
erties of bit-arithmetic" [13]. This motivates our development of a
proven library of bit hacks verified at the machine code level using
Picinee, which reduces the effort of verifying larger programs in
two ways. First, we are enabling automated reasoning about similar
code patterns across projects. Second, these cases provide theorems
necessary for the verification of more complex functions and hacks.
By verifying these algorithms at the machine code level, we create
a solid foundation for the bottom-up verification of mission-critical
systems.

1.1 Bottom-up Formal Methods

While similar correctness properties established in our library can
be proven at the source level, working with machine code allows

for analysis of programs without a source and code that is already
low level.

Some mission critical systems don’t have their source available
for analysis, such as closed source COTS software and legacy code
whose source has been lost. Firmware is a particularly important
case, as it is present on virtually every computing system, operates
at the highest privilege level, and is almost always closed source.
The only way to establish formal guarantees for this code is through
machine code analysis.

Unlike high level languages like C, assembly is nearly one-to-one
with machine code. This means that the effort required to provide
correctness properties of machine code is essentially identical to
what would be needed to do the same for assembly. Targeting a
machine code IR like BAP [7] would also allow a formal analysis
tool to support multiple ISAs, while a tool that analyzed assembly
at the source would be limited to that ISA with marginal benefit.

2 BACKGROUND AND RELATED WORK
2.1 Picina®e

Picinee is a framework within the Rocq interactive theorem prover
(ITP) for representing and reasoning over arbitrary machine code [13].
Due to its linear temporal logic, Picinee is able to prove any prop-
erties that are parameterized by a history of CPU states, such as
correctness, timing [3], and fault tolerance [4]. Picinee is able to do
this by symbolically executing Picinee IL, which is a low level, ISA
generic intermediate language for modeling machine code seman-
tics that is formalized in Rocq. It is similar to Ghidra P-code[14], so
Picinee can verify any binary that Ghidra supports.

To analyze a program for partial correctness, the user specifies
a precondition, exit points, and invariants. The precondition will
usually bind proof metavariables to represent the values of CPU
elements when the program enters the function. Exit points are ad-
dresses where Picinee will stop symbolically executing the program.
An invariant is placed on an address to make an assertion about the
state of the program when the symbolic executer encounters the
address. An invariant that lies on the same address of an exit point
is called the post-condition, and one that lies on the loop guard is
called the loop invariant.

Once these preparations are made, Picinege can begin symboli-
cally executing the program instruction by instruction. When the
interpreter reaches a conditional instruction, it branches into two
separate cases: one in which the condition holds true and another
in which it false. When the interpreter encounters an invariant, its
execution will halt, requiring the user to manually check whether
the invariant is satisfied. Once all goals have been verified and
exit points reached, Picinee will stop symbolically executing the
program, concluding the proof.



2.2 Bit Hacks

Bit hacks are techniques that directly manipulate bits for optimized
and specialized behavior. They cover behaviors ranging from basic
algebra, like logyo, to complex bit manipulations, like Morton num-
bers [1]. Thus, they appear across many domains, including cryptog-
raphy [20], compilers [18], machine learning [23], and games [15].

2.2.1 Techniques. Bit hacks often present several functionally equiv-
alent approaches for achieving the same behavior [1], the most
notable of which is the lookup table.

Lookup tables are arrays that store precomputed results which
are retrieved based on the input. This avoids recalculating values
and is one of the primary ways bit hacks achieve constant time. To
avoid high memory usage, their length tends to be limited to 256,
which corresponds to all possible values in a byte.

Bit hacks that don’t take advantage of lookup tables may take
advantage of magic numbers, which are values with a special prop-
erty that helps calculate new values. This property may be related
to the number’s binary representation, as demonstrated in 1, or
derived algebraically, as in “Find integer log base 10 of an integer”
in this popular article [1].

Bit hacks also sparingly use control-flow statements because
branching instructions hinder instruction fetching and parallel exe-
cution [24]. Despite this, bit hacks that use control flow statements
still appear in important projects [21]. Of the bit hacks we verified,
three used a while loop.

2.3 Related Work

Prior work has applied Picinze to verify crucial utility functions
and the bit manipulation algorithms they employ, including ARM
strlen and ARM memset [13].

2.3.1 Other Correctness Proofs of Bit Hacks. To the best of our
knowledge, no published work specifically targets bit hacks as ob-
jects of formal verification. The closest related work includes a
widely cited survey of hacks which validated its examples through
brute force and the UCLID verification system [19], an analysis of
the underlying algorithms using the Z3 SMT solver [9], and a proof
of equivalence between C implementations and their naive coun-
terparts using CBMC [22]. None of these works establish formal
guarantees at the binary level.

2.3.2  Correctness Proofs of Machine Code. Significant parts of AWS
lib-crypto and AWS s2n have been verified at the machine code
level [10]. Their verification used Cryptol [6], a DSL for cryptogra-
phy, to specify mathematical properties that were checked against
the machine code generated by the hand written assembly using
SMT solvers and Rocq[8, 17].

Large parts of AWS s2n-bignum were verified with a frame-
work similar to Picinee [16]. However, it differs in that it proved
correctness by demonstrating equivalence between optimized and
verification-friendly implementations of s2n-bignum routines.

3 CASE STUDIES

We implemented each bit hack as a C function, compiled them
to AArch64 using GCC with the -03 optimization flag, analyzed
the artifact with Ghidra, and lifted the Ghidra P-code to Picinae IL
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using a Ghidra script. All bit hacks were verified using Picinze to
guarantee that their post-condition holds over all possible inputs;
no proofs were left admitted.

3.1 Determine if an integer is a power of 2

Listing 1 returns 1 if an input is a power of 2; otherwise 0.

bool is_pow2(unsigned int v) {
return v && (v & (v - 1));

3
Listing 1: Power-of-two check using a bit trick
cbz wo, done // if v == 0@ return @
sub wl, wo, #1 /7wl = v -1
tst wl, wo // test v & (v - 1)
cset wo, eq // wo = (result == 0)
done:
ret

Listing 2: AArch64 assembly generated for Listing 1

We proved the below post-condition, where wy and w; are proof
variables bound to the initial and final value of register w@ respec-
tively.

Fi.2'=woAwj=1)V

(Vi.2' £ wy Aw)=0)
We focus on proving the above post-condition holds for positive
numbers; wy is modified in the following manner.

, 1 ifWO&(Wo—l)ZO
Wo = .
0 otherwise
In order to prove the post-condition in this case, we proved that
x&(x—-1) (2)
clears the least significant set bit (LSB), an operation used in several

bit hacks. In the theorem below, definition Isbi(x) finds the index
of the LSB in number x and @ is bit-wise XOR.

VxeN, x&(x-1)=x& (1< Isbi(x)) (3)

This would be simple to solve if the whole theorem only con-
tained bit-wise operations, as their effects are localized to individual
bits. However, the inclusion of x — 1 means we must define what
decrement by one means at the bit level. The theorems below define
this behavior; bit(x, n) returns true if bit n of x is set, otherwise
false.

Vx € N*, bit(x — 1, Isbi(x)) = false
VxeN* VieN, i <lshi(x) = bit(x -1, i) = true
VxeN* VieN, i>lIshi(x) = bit(x -1, i) = bit(x, i)

We use the above theorems to solve theorem 3, concluding the
first step to verifying the post-condition.

The second step requires that we prove the property that indi-
cates whether a positive number is a power of 2 or not.

Vx eN', x&(x—1)=0 & JieN, x=2' (4)
VxeN', x&(x-1)#0 & VieN, x#2 (5)

These lemmas are true because powers of 2 are the only numbers
with only 1 set bit. Expression (2) clears the only set bit in a power
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of 2, resulting in 0, and fails to clear all bits in a non-power of 2,
resulting in a non-zero value.

Now that we have proved relevant lemmas, it is trivial to solve
the post-condition. That concludes the formal verification of the
bit hack "Determine if a number is a power of 2". While the proof
was only around 100 LOC, 300 LOC was dedicated to theorems
concerning the new definition Isbi(x).

3.2 Computing parity of a word

Listing 3 returns 1 if the input has an odd number of bits set; other-
wise 0.

bool parity(int v) {
bool p = false;

while (v) {
p=!p;
v=va&(v-1); // clear lowest set bit
}
return p;
3
Listing 3: Parity computation using bit clearing
mov wl, we // copy input v
mov wo, #0 // parity
cbz wl, done // if v == 0@ return @
loop:
sub w2, wl, #1 /v -1
eor wo, wo, #1 // toggle parity
ands wl, wl, w2 //v=v_&(v-1)
b.ne loop // continue while v != 0
done:
ret

Listing 4: AArch64 assembly generated for Listing 3

We verified the implementation against the following post-condition,
where popcent(x) denotes the number of set bits in x, wy is the input,
and wy is the output:

wg = popent(wp) mod 2.
The case where the input is 0 skips the loop and is trivial, so we
focus on proving the post-condition holds for non-zero input. The
loop semantics can be expressed as follows, where M corresponds

to the mutable value of the input register wy and wy, stores the
boolean result
; W) d?2
while M #0: {707 o MO
Me—M&(M-1)
We placed the following loop invariant on the loop guard:
popent(wg) mod 2 = (popent(M) + wp) mod 2

Solving this loop invariant requires we prove function 2 decrements
the number of set bits by 1. We reuse theorem 3 to prove the below
theorem:

Vx € N*, popent(x & (x — 1)) = popent(x) — 1

This lemma makes the loop guard trivial, and the loop guard
solves the post-condition. This concludes the proof for "Computing
parity of a word". Despite being more complicated, this proof only
required 150 10C because of how it used the theorems developed in
the previous case study. This demonstrates that theorems from past
proofs are often vital in the verification of more complex functions.

4 RESULTS AND CONTRIBUTIONS

We proved 14 distinct bit hacks, and they are listed below according
to a popular bit hack article [1].

(1) Compute the sign of an integer: -1 if negative, 0 if not
(2) Detect if two integers have opposite signs
(3) Compute the integer absolute value (abs) without branching
(4) Compute the minimum of two integers without branching
(5) Compute maximum of two integers without branching
(6) Determining if an integer is a power of 2
(7) Conditionally set or clear bit without branching
(8) Conditionally negate a value without branching
(9) Merge bits from 2 values according to a mask

(10) Counting bits set, naive way

(11) Compute parity of a word, naive way

(12) Compute modulus division by 1 « s without a division

operator
(13) Compute log base 2
(14) Compute log base 10, naive way

The article describes some bit hacks as naive, in the sense that they
are an obvious or less efficient version. Inefficient hacks still appear
in crucial projects [21] and verifying more optimized versions falls
under future work.

In writing these proofs, we created theorems that filled in gaps
within Rocq’s standard library and Picine’s library. These theo-
rems describe fundamental properties of base-2 numbers, including
arithmetic shifts, merging according to a mask, clearing the least
significant set bit, population count, and negative numbers.

4.1 Future Work

SMT solvers would be particularly effective at solving the problems
proven here, as they can use bit-blasting to reason about obscure bit-
arithmetic properties. Integrating Picinee with SMT-Coq [11] would
allow the user to discharge the burden of proof to a compatible
SMT solver, speeding up the creation of new proofs. This requires
modifying SMT-Coq to translate Picinee into smt-lib [5] in a way
that SMT solvers will be able to reason about.
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